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Immagine tratta da : Current Standards Landscape for Smart 
Manufacturing System  - NIST 
http://dx.doi.org/10.6028/NIST.IR.8107 

I fondamentali….
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Esempio di implementazione Distributed Control Systems (DCS) 
Im

m
a

gi
n

e 
tr

at
ta

 d
a 

: 
C

u
rr

en
t

St
an

d
ar

d
s

La
n

d
sc

ap
e

fo
r 

Sm
ar

t 
M

an
u

fa
ct

u
ri

n
g 

Sy
st

em
  -

N
IS

T
 h

tt
p

:/
/d

x.
d

o
i.

o
rg

/1
0

.6
0

2
8

/N
IS

T.
IR

.8
1

0
7

 



  

Revised: February 2018 Copyright © ISA – All Rights Reserved Page 1 of 4 

The 62443 Series of Standards 

Industrial Automation and Control Systems Security 

Introduction 

The 62443 series of standards have been developed jointly by the ISA99 committee and IEC 

Technical Committee 65 Working Group 10 (TC65WG10) to address the need to design 

cybersecurity robustness and resilience into industrial automation control systems (IACS). The 

ISA versions of the standards and reports in the series have names of the form “ISA -63443-x-y”, 

while the IEC versions appear as “IEC 62443-x-y.” The ISA and IEC versions of each document are 

released as closely together as possible. 

Scope 

The concept of industrial automation and control systems electronic security is applied in the 

broadest possible sense, encompassing all types of plants, facilities, and systems in all industries.  

Manufacturing and control systems include, but are not limited to:  

• hardware and software systems such as DCS, PLC, SCADA, networked electronic sensing, 

and monitoring and diagnostic systems. 

• associated internal, human, network, or machine interfaces used to provide control, 

safety, and manufacturing operations functionality to continuous, batch, discrete, and 

other processes. 

Series Goal 

The goal in applying the 62443 series is to improve the safety, availability, integrity and 

confidentiality of components or systems used for industrial automation and control, and to 

provide criteria for procuring and implementing secure industrial automation and control 

systems. Conformance with the requirements of the 62443 series is intended to improve 

electronic security and help identify and address vulnerabilities, reducing the risk of 

compromising confidential information or causing degradation or failure of the equipment 

(hardware and software) of processes under control.  

The content of the series is directed towards those responsible for specifying, designing, 

developing, implementing, or managing industrial automation and control systems. This 

information also applies to users, system integrators, security practitioners, and control systems 

manufacturers and vendors.  

ISA 
67 Alexander Drive 
P.O. Box 12277 
Research Triangle Park, NC 27709 
E-MAIL info@isa.org 
www.isa.org 

Per approfondire …

http://isa99.isa.org/Public/Information/The-62443-Series-Overview.pdf



http://www.internet-of-things-research.eu

The IERC definition states that IoT is "A 
dynamic global network infrastructure with 
self-configuring capabilities based on 
standard and interoperable communication
protocols where physical and virtual “things” 
have identities, physical attributes, and 
virtual personalities and use intelligent
interfaces, and are seamlessly integrated
into the information network.". 
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Current Standards Landscape for Smart Manufacturing Systems

Immagine tratta da : Current Standards Landscape for Smart 
Manufacturing System  - NIST http://dx.doi.org/10.6028/NIST.IR.8107 
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http://www.hse.gov.uk/foi/internalops/og/og-0086.pdf



https://www.nist.gov/news-events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework

Le dimensioni globali del fenomeno



https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

Immagine tratta da: Framework for Improving Critical Infrastructure Cybersecurity - Version 1.1 
National Institute of Standards and Technology

Le dimensioni globali del fenomeno
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http://www.sviluppoeconomico.gov.it/index.php/it/industria40

Intanto in Italia 
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Intanto in Italia 
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Intanto in Italia http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/uploads/2017/05/piano-nazionale-cyber-2017.pdf

http://www.sicurezzanazionale.gov.it/sisr.nsf/index.html
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https://www.uppa.it/educazione/montessori/montessori-come-usare-forbici-e-coltelli/

https://www.nostrofiglio.it/bambino/bambino-1-3-anni/montessori-10-idee-per-
insegnare-ai-bambini-come-usare-il-coltello?gpath=

http://www.bebeblog.it/post/178794/mamme-da-legare-coltelli-e-forbici-il-terrore-di-ogni-madre



« Ciascuna società ha le sue esigenze economiche, politiche e 
militari. In questo mondo tripartito, la civiltà della Prima 
Ondata fornisce le risorse agricole e minerali, la civiltà della 
Seconda Ondata provvede al lavoro a basso costo e alla 
produzione di massa, mentre la civiltà in espansione della 
Terza Ondata afferma un nuovo dominio basato sulle 
metodologie con cui crea e sfrutta la conoscenza. » 

(Alvin e Heidi Toffler, La guerra disarmata, pp. 26-27)

È tempo di ristabilire l’equilibrio….

Tra dimensione etica e culturale, 
quella economica, e la dimensione 
tecnologica e giuridica





- Cybersecurity e hardware: cosa prevede il GDPR 

- La direttiva NIS per gli operatori di servizi essenziali e digitali

- Dati non personali di campo e automazione, 
possibili tutele di legge e contrattuali 

Le dimensioni della sicurezza industriale

Continuiamo con ….

E ci ritroveremo….
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