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Disruption is happening everywhere. 
Manufacturing



Operational Excellence 
and Safety Are Everything
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By 2020, an estimated 30 billion 
“things” will be connected.
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Security challenges in the IoT

New to cybersecurity Insufficient resources Market pressures



But what happens when 
there’s a breach?



BSI warns of cyber attacks 
targeted towards German 
power grid – tagesschau.de – 13 

June 2018
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Equipment damage
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The simple fact is that enterprises are 
exposed now… we can’t wait for others to 

build in cybersecurity.
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Cisco has invented that solution
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Cisco IoT Threat Defense

Visibility and 

analysis

Remote accessSegmentation Services
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IoT Threat Defense 

Visibility & Analysis ServicesSegmentation Remote Access

Umbrella

Stealthwatch

ISE/TrustSec

Cognitive Threat Analytics

Advanced Malware 

Protection

Identity Services 

Engine/TrustSec

Next-Generation FW

AnyConnect Design

Assess risk

Incident response

Detect anomalies, block threats, 

identify compromised hosts
Extensible, scalable 

segmentation to protect IoT 

devices

Secure third-party access with 

control and visibility

Reduce risk, design, deploy, 

and respond to incidents while 

protecting the business
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Visibility and analysis

IoT Threat Defense also analyzes network traffic entering and exiting your organization to:

Block attacks Identify 

compromised hosts

Detect anomalies Help prevent 

user error



Context is everything

Poor context awareness Rich context awareness

IP Address: 192.168.2.101 Operator device

Unknown Vendor 

Unknown Factory-A Floor-1 Zone-B

Unknown 10:30 AM EST on April 27

Unknown Wireless / Ethernet / Zigbee

Unknown No Threats / Vulnerabilities

KnownUnknown
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Extensible, scalable 
segmentation



Conveyor system 1 Conveyor system 2

Utilize ISE or another TrustSec-enabled 

controller to support group design

Get up and running quickly

Assign business-based groupings to 

provide consistent policy and access 

independent of network topology

Assign role-based groups SGT_Contractor SGT_Factory Floor SGT_Employee

Guest 1

Guest 2

Guest 3 Guest 4

Employee 1 Employee 2 Employee 3

Employee 4

Leverage attributes such as location and 

device type to define group assignments

Establish context-aware groups

SGT_ERP SGT_Cell

ERP 1 ERP 2

Temperature 

Device 1

Temperature 

Device 2

IP Camera

IP Camera

50°

50°

Extensible - Scalable segmentation
Easily separate devices and data using the network



Destinations

Sources
Company 

Database

Public

Cloud

External 

Partner
Internet

Cell Zone 1
Define 

Access

Define 

Access

Define 

Access

Define 

Access

Remote Access 

Contractor

Define 

Access

Define 

Access

Define 

Access

Define 

Access

Supervisor

Workstation

Define 

Access

Define 

Access

Define 

Access

Define 

Access

Employee 01
Define 

Access

Define 

Access

Define 

Access

Define 

Access

Maintain agility with simple, dynamic policy updates

TrustSec policy management 

Deny

Deny
Define 

Access

PermitPermit Deny

Deny Web Apps

Deny

Permit Permit
Define 

Access
Permit

Define access policies using plain language 

instead of complex ACLs and firewall rules

Simplify role creation

Defining policies with logical tags means 

that rules don’t depend on individual IP 

addresses and can be dynamically and 

transparently changed no matter the

group size

Maintain and scale dynamically

Deny Deny Deny

Deny

Deny

Define segmentation based on logical 

groupings that are applied automatically

Apply rules automatically
Permit

Deny

Web Apps

…

Permit

Deny

Web Apps

…

Permit

Deny

Web Apps

…

Permit

Deny

Web Apps

…
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Secure remote access

Access based on 

policy

Secure connectivity Visibility and control



© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Safe Validation Efforts



Connected Factory
Lab for IoT 

Ring Access

IES

IES

IES

IES

IES

IES

IES

WGB1

WGB

Internet

IXIA 1600T Traffic Generator / Performance Analyzer

Sync in

Sync Out

10/100

VGA

MouseK/B

PORTS IN

REAR PANEL

IXIA 1600T Traffic Generator / Performance Analyzer

Sync in

Sync Out

10/100

VGA

MouseK/B

PORTS INREAR PANEL

Fixed PAC

IXIA 1600T Traffic Generator / Performance Analyzer

Sync in

Sync Out

10/100

VGA

MouseK/B

PORTS INREAR PANEL

…

Wireless
Laptop User

Wired
Laptop User

2.4 GHz

5 GHz

5 GHz

Industrial Demilitarized Zone 
(IDMZ)

Enterprise Zone
(Levels 4-5)

Industrial Zone
Site Operations and Control

(Level 3)

Cell/Area Zones
(Level 0-2)

Factory Talk
App. Servers

Infrastructure
(AD, MFT, NTP, etc)

PI-to-PI
Server

Remote Desktop 
Gateway

4500-X/IES/
3850X

IXIA 1600T Traffic Generator / Performance Analyzer

Sync in

Sync Out

10/100

VGA

MouseK/B

PORTS IN

REAR PANEL

Prime
Infrastructure

Connected 
Routing/NAT 

Access

ISE 
PAN+MNT

ISE 
PAN+MNT

WLC5508

3850c

Infrastructure
(MFT, NTP, etc)

C4500

WLC5508

3850b ASA5525-x

C6800

3850a

Remote 
Access Server

Infrastructure
(AD, MFT, NTP, etc)

Factory Talk
App. Servers

WLC5508
(Primary)

WLC5508
(Backup)

ISE
PSN

IE5K-1

IE5K-2 IE2K-11

IE2K-12

IE2K-17

IE4K-18

Fixed I/O

IE4K-19

IE4K-20

IE3K-11

IE3K-12

LWAP

WGB

WGB

LWAP

Traffic
Generator

Traffic
Generator

Wireless
I/O

Wireless
PAC

Traffic
Generator

Wireless
I/O

Wireless
PAC

3850a

ISA3K-3ISA3K-4

Wireless
PAC

Wireless
I/O

Redundant 
Star Access

Traffic
Generator

IES

IXIA 1600T Traffic Generator / Performance Analyzer

Sync in

Sync Out

10/100

VGA

MouseK/B

PORTS INREAR PANEL

WGB

Traffic
Generator

Wireless
I/O

Wireless
PAC

5 GHz
LWAP

• Validation for CPwE

• Ring Topology 

• Star Topology

• Routed Topology

• Industrial workflows 

• Threat Defense Adds

• Deploy StealthWatch

• Implement PxGrid (ISE, FMC, SW)

• TrustSec Segmentation

• AMP4E on Access Servers

• CTA for Enterprise Flows
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Despite the technological advances 
that the IoT represents…
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The human 
factor is the most 
important.



Who better to help you 
meet the challenge of 
the IoT head on? 
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Services

People develop these technologies, and people are needed to secure IoT environments.

Our people are highly-skilled experts who have decades of experience in helping our customers: 

DesignAssess risk Incident 

response

Support
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Cisco Security Services for IoT Threat Defense

Assess and Manage Risk

• Security Network Penetration 

Assessment

• Security Network Architecture 

Assessment

• Customized Network Penetration 

Testing

• Privacy impact assessments

• Automation & Control System Risk 

Assessment (for OT)

• Network Device Security Assessment

Readiness to Adopt IoT 

Threat Defense

• Security Segmentation Services

• Deployment Services for:

• AMP for Endpoint

• Firepower (NGFW)

• Stealthwatch

• ISE

• Incident Response Services 

Improved Ability to 

Resolve Issues Quickly

• Cisco Solution Support for 

Network Security

• Learning@Cisco for IoT training

• SecureOps for industrial automation and 

control system environments





Evolve to Security: Phased Security Architecture
First Phase –

Secured Connectivity

Second Phase –

Secured Visibility & 

Control

Third Phase –

Converged Security & 

Depth

Level 5

Level 4

Level 3

Level 2

Level 1

Enterprise Network

Site Business Planning & 
Logistics Network

Enterprise 
Zone

DMZ

Manufacturing 
Zone

Cell/Area 
Zone

Site Manufacturing Operations
and Control

Area Supervisory 
Control

Basic Control

ProcessSensors Drives Actuators Robots

FactoryTalk

Client
HMI Magelis

HMI

Engineering

Workstation

Operator

Interface

Batch

Control

Discrete

Control

Drive

Control

Continuous

Process

Control

Safety

Control

FactoryTalk

App Server

FactoryTalk

Directory

Engineering

Workstation

Domain

Controller

Terminal Server RDP Server App Server Patch Mgmt.

E-Mail, Intranet, etc.

Zone Segmentation

Controlled Conduits

Application Control

Threat Control

Policy Driven 

Response

Deeper Vision / 

Control

Level 0

v v

v

Level 0



Start: Secured / Connected Modern Plant

MCC

Enterprise Zone: Levels 4-5

Soft 
Starter

I/O

Physical or Virtualized Servers
• Patch Management
• AV Server
• Application Mirror
• Remote Desktop Gateway Server

Level 0 - ProcessLevel 1 - Controller

Level 3 – Site Operations 

Controller

Drive

Level 2 – Area Supervisory Control

FactoryTalk
Client

Controller

Industrial Demilitarized Zone (IDMZ)

Industrial Zone: Levels 0-3

Authentication, Authorization and Accounting (AAA)

LWAP

SSID

2.4 GHz

SSID

5 GHz
WGB

I/O

Active

Wireless LAN 

Controller (WLC)

Standby

Core
Switches

Distribution
Switch Stack

Enterprise

Identity Services

External DMZ/ 
Firewall

Internet

Control System Engineers

Control System Engineers 

in Collaboration with IT 

Network Engineers

(Industrial IT)

IT Security Architects in 

Collaboration with Control 

Systems Engineers

Security 

Ready 

Networking
Access /

Application

Control

NW Access

Control



CPwE Use Case: Protect Critical Infrastructure:
Through Network Segmentation – Zone Definition



CPwE Use Case: Protect Vulnerabilities

Sinapsis SQL 

injection attempt



CPwE Use Case: Protect Critical Infrastructure –
Safety Enforcement



A Modbus rule 

to prevent a 

set point 

change 

limit > 50 on 

RTU-0122

OT Pre-Processors – Modbus command inspection


