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About Myself

Current: Chief Marketing Officer, Claroty

Past: Over 25 Years in Cybersecurity

(All Seats - Customer, Research Analyst, Vendor)
iISIGHT Partners
Xceedium

META Security Group (Security Consultancy)
META Group (Gartner)

Travelers Insurance
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About Claroty - Our Mission

Secure the safety and reliability of industrial control networks that run the world from cyber attacks
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Agenda

ICS Cyber Risk Summary

Key ICS Cybersecurity Measures

How can Anomaly Detection Help?

Case Study: Triton Chemical Plant Attack
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Designed to be connected Designed to be stand alone

Updated / replaced regularly Lifetime of decades
Designed to be open and Designed to be closed and siloed

collaborative
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Connected to
the INTERNET

“Running the Business”

L]

g

An ideal world scenario — “individual islands”

“Managing the Process”

DCS

Safely controls
a process during
normal operation

SIS

Moves a process to a safe
state when an emergency

Or other abnormal
condition occurs
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Control
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Monitoring & Safe
Operation
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Meanwhile, in the real world...

a s p A 4
mllll ||||W| Fr—’mu/?lj
O Remote Maintenance : —~7 L - - '
B . .
Q “Shop Floor to Top ' '\

Floor” KPls @E@ .
; \\ @ \
O ERP Integration ] E%%% LoTTe N

v // \ ; LN
O Predictive Analytics _, /@ 1 | \ N

e = = =

— "
L \ A \
3 3 N\ .
i Ay

Copyright Claroty 2018 — All Rights Reserved ( &' CLAROTY




Very Active ICS Threat Landscape Over Last 18 Months

Aggressive Repeated Warnings
Nation State Activity DHS/FBI
(Russia, Iran, North Korea) (energy, nuclear, commercial

facilities, water, aviation, and
critical manufacturing sectors)

“Collateral Damage” Advanced Safety
Causes Billions in Losses System Attacks
(WannaCry/NoPetya) (Triton/Triss)
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What have we learned?

Threat actors are actively
targeting ICS/OT systems

&

You don’t have to be the
target to be a victim
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Where To Start With ICS Cybersecurity?

Visibility/Monitoring ¥

Secure Remote Access .

! Vulnerability/Patch Mgmt.

~_Advance Endpoint Protection

Speed (Time to Value)

I Traditional Virus Protection

Comprehensive — #
Network‘Segmentation

Risk Mitigation
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What can “Anomaly Detection” systems do?

Provide Visibility into Industrial Networks

Enhance Asset Management, Compliance, Segmentation
Provide Threat Detection (malicious and accidental)

Case Study
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Why Visibility? You Can’t Protect What You Can’t See
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Visibility - Using Safe/Passive DPI

Enterprise Secure Remote Access

Management Console g
E =

g ‘wg Security Operations Center (SOC)
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SIEM Log Mgt. Analytics Firewall ERP System
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— Level 4: Enterprise Zone (IT Domain)
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Level 3: Operations & Control

Continuous Threat
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Detection S MES
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% HMI Engineering Station Operator WorkStation SCADA Server Historian
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| | l l Level 2: Supervisory Control DCS/SCADA
Switch

Level 1: Basic Control

PLC PLC PLC

1/0 Sensor  1/O Pump 1/0 Actuator 1/0 Value Level 0: Process Device I/O
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Automatically Discover Asset Details & Communication Patterns
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Understanding “Extreme Visibility
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Behavior-Based Anomaly/Threat Detection

Safely Detect Known and Unknown Threats

Alerts:
Security Threats
Process Integrity Issues
Changes to Environment

SWITCH ; ' New Vulnerabilities
. A SPAN Port ¢ ¢ 8
I 1 l ﬁ Generate High-Fidelity Baseline Model
Continuous Profile All Network Communications e -
Threat Insights:
Detection Network Hygiene Issues

Known Vulnerabilities
— (CVEs)

Automatically Discover Assets
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Behavior-Based Anomaly/Threat Detection

Early Warning | Detect Threats Across Cyber Kill Chain

CYBERKILL CHAIN

Actions
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Actionable Alerts

Clear |Consolidated | Context-Rich Alerts = Reduced Time to Remediate
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Continuous Vulnerability Monitoring

Pinpoint Matching of CVEs with ICS Assets
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< ASSETVIEW profile Racksiots NestedDavices  Network tommections Baselines Insights Timeline .

Curated Feed by Claroty Research
ASSETINSIGHTS Te am
{ CVEs from different sources (US
R Cert, ICS Vendors, Threat
Intelligence providers...)

— ( Remediation Steps

wen ¢ summary & SCoRE(cvss) ~ PUBLISHED &
Cve-2010-2965 e WD Larget agent debug service in i, 100 2010-08-05, 0922 >
CuE202 6637 Rockwell Automation Etherfiel/P roccts: 1. 100 20130126, 1655 ~
Rocess Type: HETWORK
Rkl Ausamaion She P producss 756-2nem 17z smes . CVE-2012-6437 Rockwell Automation EtherNet/IP products; 1... 10.0 2013-01-24, 16:55 v
‘adagter; 1794-AENTR FLEX1/0 EtherNet/IP adagter; ContrelLogix 18 and &
Lok Access Type: NETWORK
B UL S S Rockwell Automation EtherNet/IP products; 1756-ENBT, 1756-EWEB, 1768-ENBT, and 1768-EWEB communication modules; CompactLogix L32E and L35E controllers; 1788-ENBT FLEXLogix
CvE-2012-639 RaciwellAutomation Eineriet/P proch
2 adapter; 1794-AENTR FLEX I/0 EtherNet/IP adapter; ControlLogix 18 and earlier; CompactLogix 18 and earlier; GuardLogix 18 and earlier; SoftLogix 18 and earlier; CompactLogix controllers 19
CvE-2012-6435 Raciwsll Automation Eherfiet/P proct
CVE-2012-6436 Bufer overflw in Rockuel Auromatior and earlier; SoftLogix controllers 19 and earlier; ControlLogix controllers 20 and earlier; GuardLogix controllers 20 and earlier; and MicroLogix 1100 and 1400 do not properly perform
Wbl e e ot authentication for Ethernet firmware updates, which allows remote attackers to execute arbitrary code via a Trojan horse update image.
CVE-2012-6438 Buffer overflew in Rockwell Automatior
CVE-2012-6441 Rackwell Autamation EtherNelIP prodi Link 1
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Continuous Vulnerability Monitoring

Network Hygiene Issues

(" " N\ . .
( Real-Time detection of network
la INSIGHTS (17) configuration issues
© 8assets have unpatched vulnerabilities ( “Network Hygiene" weaknesses that

can leave industrial networks exposed
© 170 assets are communicating with external IPs

€@ 206 assets are using unsecured protocols
2 assets have data acquisition write operations performed on them
43 assets are configured with dynamic IP addresses (DHCP)
4 assets are acting as DHCP servers

197 assets are performing DNS queries
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Case Study: Triton (aka TriSis/HatMan)

The Basics

Malware designed to install a Remote Access Trojan (RAT) that
allow read/write/execute over SIS in run/remote mode

Memory-based attack, No payload

“Very well written”, very few bugs

0-day for privilege elevation to read/write the firmware memory
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S4 2018: Paul Forney (Schneider Electric) Testimonial
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Out-of-the-box reporting

Actionable real-time alerts and intelligence

U

10.1.30.10, by user

’

J

AB\Administrator

ACTIVITY LDG

System moved to Operational Mode
Yesterday ,17:19

Rule 1 added
Yesterday 16:50

New Alert 424:
Configuration dewnloaded to controller
Chemical_plant by 10.1.30.10, by user
ENG_AB\Administrator

Yesterday ,16:48
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Toggle Neighbors
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Modified reporting

— 11:54

ALERTS (1) °

&

Sort by Date v 14

TRITON MALWARE Download
detected from 10.10.6.80 to
10.10.7.43

TRITON MALWARE Download
detected from 10.10.6.80 to
10.10.7.43

More Details

More Details
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What can “Anomaly Detection” systems do?

Provide Visibility into Industrial Networks

Enhance Asset Management, Compliance, Segmentation
Provide Threat Detection (malicious and accidental)

Case Study
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Thank You!

Questions/Comments?
patrick.m@claroty.com
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