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GENERAL DYNAMICS

AEROSPACE COMBAT SYSTEMS INFORMATION SYSTEMS MARINE SYSTEMS
& TECHNOLOGY
GD Mission Systems '
GD Corporation .
EMPLO$EES: 90,800 Er\ﬂcitﬁTEEsEslij - G.ENERAL DYNAMICS
About US$ 32 Billion Revenues COUNTRIES: 27 Mission Systems
CUSTOMER SERVICE 24/7
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PAGE Europa Offer

Turn Key Systems Integration

Telecoms, Security & IT Systems

Services Design, Engineering, Procurement, Integration, Validation, Test & IFAT, On-Site Installation -
Activities & Services, Maintenance, Training & Technical Support

\.

-

v SINGLE INTERFACE & SINGLE SOURCE of RESPONSIBILITY for Engineering, Procurement &
Delivery of several multi-disciplinary fully integrated systems

v' REDUCED RISKS
Benefits v' PRICE EFFECTIVE Projects
v' DELIVERING “Right First Time”, ON-TIME & ON-BUDGET

Customer

\-
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Page Europa Main customers
4 N

Oil & Gas Companies EPC & PMC Contractors
QP (Qatar), Ras Gas (Qatar), BP, SHELL, ExxonMobil, ENI, NESTE PETROFAC, KBR / KELLOGG,
OIL, ADCO (UAE), AGIP KCO (Kazakhstan), KPO (Kazakhstan), AMEC, WorleyParsons,
SONATRACH (Algeria), Anadarko (Algeria), SABIC-YANBU (KSA), FLUOR, CB&I, JGC, HYUNDAI HI,
PDO (Oman), SCOP (Iraq) AKER KVAERNER / SOLUTIONS, BECHTEL, TECHNIP, SAIPEM /
k / K SNAMPROGETTI j
4 )

Ministries of Interior/Defence& Government Agencies

Turkey, Poland, Portugal, Germany, The Netherlands, Greece, UK,
Norway, Belgium, UAE, Italy, Albania

\ y
. " N .
Port & Airport Authorities NATO Agencies
Dubai & Abu Dhabi (UAE), Oman, NCIA, NC3A, NAMSA, NACMA,
Italy, Kingdom of Saudi Arabia SHAPE, AF South, AF Cent, AF North
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Ministero della Difesa
SEGRETARIATO GENERALE DELLA DIFESA E
DIREZIONE NAZIONALE DEGLI ARMAMENTI
DIREZIONE INFORMATICA, TELEMATICA E
TECNOLOGIE AVANZATE
(TELEDIFE)

ATTESTATO DI RICONOSCIMENTO

N. 0018

I Sistema di Gestione per la Qualita realizzato dalla Ditta:

Soc. PAGE EUROPA S.r.l.

¢ stato valutato da Teledife e riconosciuto rispondente ai requisiti
della pubblicazione:

NATO AQAP - 2110/160

Tale sistema viene attuato presse le sedi di Roma e di Monterotondo
(RM) per le seguenti attivita:

Pri ione, produzione, installazione ¢ ione di sistemi
HW/SW fissi ¢ mo per forniture militari nei settori:
telecomunicazioni, sicurezza, enes clettrica, contromisure
elettroniche,  simulazi addestr i alla
navigazione, sistemi di gestione e controllo apparati, dati e reti.

Il presente attestato ha wna validita di e anni dalla data di
emissione ed é revocabile in caso di inadempienze accertate da
questa Direzione.

Roma

[ORE I'I'ECE!('U
EGE] !:'SPU.ﬁY\AGBDLI
3

BUREAU VERITAS

Certification

PAGE EUROPA SRL

Head Office and Operative Site:
Viale Egeo, 100-106 — 00144 ROMA (RM) - ITALY
Operative Unit:
Via Archimede, 24 - 00016 MONTEROTONDO SCALO (RM) - ITALY

Bureau Veritas ltalia spa certify that the Managemant System of the
above organisation has been audited and found to be in accordance
with the requirements of the management system standards detalled below

Standard

ISO 9001:2008

Scope of certification

Ver 2016.01.20

© General Dynamics Mission Systems. All rights reserved.

Study, technical design, production and technical support for facilities
and telecommunications, security and automation systems for military,
civil and industrial applications.

Development of the asscciated software.

EA Sector(s). 19, 33

Ceriification cycle start date: 11 January 2016

Subject to the continued satisfactory operation of the organisation's Management
System, this certificate expires on: 15 September 2018

Original certification date: 14 January 2004

Certificate No. 206935 Version N. 1 Revislon date: 11 January 2016

;.oaowco.rma{;}:-u Technical Mansger

Carilieation bady sddrass:
Buresu Veritas itatia saa, Via Miramars, 15, 30126 Misno, dsks

regardng ine scape of

ined iy conuiting
T check 13 conicats vahaity plsss Tater 1o 106 WEEAA Wi ELPESLARIIRS.

BUREAU VERITAS

Centification

PAGE EUROPA SRL

Registered Site:
Viale Egeo 100-106 - 00144 ROMA (RM) - ITALY

This i & multi-ste cerificate, addibonsl ste(s) are Ested on the ne page

Bureau Veritas Corlification Holding SAS — UK Branch certifies that the
Managament System of the above arganization has been audifed and found fo
bein with the req of the systemn

delalled below

1SO 14001:2015

Scope of cartification

Study, technical design, production (through assembly) and technical
support of telecommunications, security and automation systems for
military, civil and industrial applications. Development of the associated
software,

EA Secloris): 19, 33

Onginal cycle start date: 15 April 2005

Subject 1o the eontinued satisfactory operation of the crganzaton's
seen, (h i &

agement Systemn, pires on: 13 April 2020
Certfication / Recertification cycle start date: 12 April 2017
Centificate No.  ITITIITSUK Veesion: 1 Revision dole: 12 April 2017

ansess 5 Floor,
Locel g e Mivamsare, 15 - 30138 Milens — t3fls

Longon E1 BHG, United Kisgdam

Fusther. i1 sc0pe e e
managemenst sy by conptng the orper

T check Mis ceificale valeity plsasa colt +39 01270811

Page 1122

BUREAU VERITAS

Centification T

PAGE EUROPA SRL

Registored Site ;
Viale Egeo 100-106 - 00144 ROMA (RM) - ITALY

This is & multi-site certificate, addRional site are lisled in he appendi to this confcals
Bureau Veritas ltalia 5.p.A cerdify that the Management Systern of the
above organisation has bean audited and found [o be in accordance
wilh the req: of the system delailed balow

OHSAS 18001:2007

Seape of certiffcation

Study, technical design and technical support of telecommunications,
security and automation systems for military, civil and industrial
applicati D P of the software.

Certil awarded in wilh the of ACCREDIA RT-12

EA Secior(s): 19,33

Certification cycle start date: 13 April 2017

Subject 1o the continued satisfactory operation of the organisation’s Managomant
Syslam, this certificate expires on: 14 April 2020

Original certification date: 15 April 2005

Certificate No. 170858 Varsion N, 1 Revision date: 13 April 2017

Durmas Vortas fpda son. Vie Mramars. 15 J0T8 Ml Baka

e of Pas et P mat i
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Next Generation Security Systems

Command & Control I : m = T —— = %

Situation Management -7 = | Manager ——1 *> Mobile

System of Systems
IT/OT Correlation T - Smart Procedure Simulation

Sensor & Sub-Systems Agnostic Integration Prediction i Manager Manager

Platform Infrastructure . . .

VMS System Parking Environmental Access Water Fire\Smoke PIDS RADAR Panic
Monitoring Control Button
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Refinery: one holistic system
Mobile App

(1) >hysical Identity &

Access Events & Alarms

Users

Access | Location, task, status, Web Client (1)
Management ergency alert panic button, Local Management
(2) Emergency alarm - using attached &photolvideo
; ; manual alarm button .
Screening Device — Web Client Security/Safety
: Personal
© Alerts & " REFINERY
Visitors nings -
management SECURITY "

Web Client 9 )
\ SYSTEM Executive Management
(1) Intrusion Indication '

Electronic Fence

(o) Video, alerts
) Alerts from
VMS and Analytics Production Status of
. sensors om:jT(]:;ed

06 Fire Alerts Employes Site layout®  Geo Located

Fire alarm Informatior information

podaiticd External systems
0 Alerts
Social media o 9 Master HR e (4] @ Disaster mngmt-
SCADA Attendance Health Monitoring RIL GIS Fire alarm, Flooding
Systems

alarm
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Vulnerabilities by ICS Component Types

The graph demonstrates the vulnerability
severity distribution for different types of ICS
components.

Communication Module
Search Engine
Vehicle-based infotainment systems

0 (Karspersky Lab, ICS Vulnerabilities Statistics)

- De::;: — In the last years, the most vulnerable Industrial
SCADA [EE— Control Systems components were HMI -
Network Device — Human Machine Interface, Electric Devices and
Controller  S— SCADA systems. The “Electric Device” category
Web Server |mm—— consists of distance protection devices, gas
OPC Server Se— detectors, pumps, power analyzers, recloser
Base Station ™ control and relay platform units.
DCs ==
RTU ™=

Mobile Application
Thermal Calculation Software

System Platform

=

5 10 15 20 25 30

B High risk level Medium risk level B Low risk level

Figure 8. The number of vulnerabilities in different fypes of the ICS components by risk level
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Rapid Digital growth

In 2030

Devices Today

=
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Incidents - Chronological Perspective

Davis-Basse nuclear power plant Slammer
Worm disabled the safety monitoring system.

.
w2

Polish police arrested a 14
year old for hacking the
Lodz tram system,
disrupting traffic and
derailing trams, injuring 12
passengers.

Sobig computer virus was blamed for
shutting down train signalling systems !
throughout the east cost of the U.S.

SCADA system alarm processor failed.

Power was lost affecting area of 50 million
people in the Northeast US and Canada.

O @ — B — D —

Discovery of Stuxnet,

Australian sewage 2 ____ o
treatment pla?nt - 13 Daimler Chrysler a 500 Kb computer
remote break into the automobile plant went worm that infected
sewage treatment offine for an hour software of at least 14

controls which led to
the release of 264,000
gallons of raw sewage
into local rivers and
parks

stopping all work after
being with ZotobWorm
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industrial sites in Iran,
including a uranium
enrichment plant.




Incidents - Chronological Perspective

(-\ In October, 2016 Dyn was

oz gttacked by group called
Anonymous. Various loT devices
used to create DDoS on Dyn
servers is which is provider for
major internet platforms and
services.

system such that a blast furnace was
unable to shutdown resulting in massive
damage.

9 Hackers attacked German Steel mill control

A water treatment facility reported to ICS-
CERT that it suspected that an overflow of
wastewater treatment process was due to
unauthorised employee access.

-3 o

¥ In December 2015, Ukraine Power Grid was

Cyber espionage campaign
dubbed Energetic Bear or
Dragonfly targets grid operations,
energy industrial equipment.
Includes information  stealing,
remote access and sabotage
capabilities.

attacked. Hackers were able to successfully
compromise information systems of three energy
distribution companies in Ukraine and temporary
disrupt electricity supply to the end consumers.

[
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Incidents - Chronological Perspective

2010

MALWARE: Stuxnet

TARGET
Iran

AGGRESSOR
Unknown

(secret services are
suspected)

BACKGROUND

Stuxnet is a computer
worm that infects
industrial programma-
ble logic controllers
(PLCs).

Stuxnet infiltrated
Iranian nuclear
facilities via USB
sticks.

The attack destroyed
a sixth of iran's
capacity to enrich
uranium.

2012 _
MALWARE: Fiame

TARGET
Middie East,
especially Iran

AGGRESSOR
Unknown (secret
services are
suspected)

BACKGROUND
Flame is a complex
form of malware for
audio recording,
screen monitoring,
the capture of
keyboard input and
network activities.
It spreads via USB
sticks or the local
network.

MALWARE: Shamoon

TARGET
Saudi Arabian
oil company

AGGRESSOR
Hacker group "Swords
of Justice”

BACKGROUND
The attack sought
to interrupt oil
production.

Although major
production outages
were averted, it took
about a week to
recover the 30,000
systems that were
affected.

MALWARE: Red October

TARGET
Unknown

AGGRESSOR
Unknown (Russian-
language malware)

BACKGROUND

This malware
propagated itself via
e-mail attachments.
It aimed to steal data
from computers,
smartphones and
network storage
devices.

MALWARE: Urobures

TARGET
Unknown

AGGRESSOR
Unknown (secret
services are suspected)

BACKGROUND

To this day, it has been
impossible to ascertain
how Uroburos infiltrates
systems.

The malware has been
in circulation since 2011
but was not detected
until three years later.

MALWARE: Regin

TARGET

Private individuals and
companies; mainly
telecom companies in
Russia and Saudi Arabia

AGGRESSOR
Unknown (secret services
are suspected)

BACKGROUND

The Regin malware target-
ed both companies and
Eovernment institutions
(the EU Commission).

A modular malware
concept allowed
functionality to be added
retroactively.

A virtual file system
makes Regin hard to
detect.

MALWARE: No name

TARGET
E-commerce group

AGGRESSOR
Hacker group "Syrian
Electronic Army™

BACKGROUND

More than 200 million
users' personal data was
stolen.

The data stolen included
user names, passwords,
telephone numbers and
addresses.

When the attack became
known, the targeted
company's stock price
collapsed.

MALWARE: No name

TARGET
Film corporation

AGGRESSOR

Unknown (speculation
points to an attack from
North Korea or a
company insider)

BACKGROUND

Hundreds of gigabytes of
confidential e-mails and
documents were stolen
from company servers,
including unpublished
films and film scripts.
Parts of the company's
computer networks
were paralyzed.

The launch of a comedy
film about North Korea
was initially canceled as
the hackers threatened
terror attacks.
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Industry 4.0

First online-ordered
mass production in a
customizable smart factory

—_—
. ™
First — ~ Business trends
programmable g HIGH
controller \-_--’ —_—

First mehanical First assembly
loom line

INDUSTRY 4.0

Ubiquitous
production and

r [ N | -:- control

INDUSTRY 3.0

. . INDUSTRY 2.0 Controller-based
I IETDV 4 0 automation

Electricity-based
mass production

Cyberthreats
Physical threats

|

Cost of maintenance

=

1969
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Industial loT TRUSTWORTHINESS

RESILIENCE SECURITY

et apn S

Information Technology (IT) Operational Technology (OT)
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Ver 2016.01.20 © General Dynam

Cyber Security evolution - It's an hard challenge

Traditional security vendors are dependent
on signature-based technology. Their
research teams explore cyberspace, catalog
threats, attack vectors, vulnerabilities,
signatures, and other techniques to learn

how attackers think and design their attacks.

Then, vendors push regular updates our to
their customers that are designed to alert
when they recognize a familiar threat
pattern. This concept of "blacklisting &
shipping" is, in fact, a losing war, as it cannot
deal with what is unknown.

Next came the next-generation technologies
- decoy honeypots, containment, behavioral
detection, machine learning and artificial
intelligence.

Additional technologies focused on detecting
threats via their attack vector. Yet the threats
continue to get through - bypassing security
technologies layer by layer, until reaching
their final destination - endpoints and
servers. Once the malware reaches their
destination, the damage stage of the attack
begins: deleting files, altering data, data
exfiltration or data encryption.

GENERAL DYNAMICS
Mission Systems

ics Mission Systems. All rights reserved.



Cyber Security evolution - It's an hard challenge

A new security paradigm seems to be the solution, in order to prevent any future
threats, without actually having to know anything about the threat in order to prevent it.
A solution designed on following assumptions:

1. The attacker will eventually find a way to bypass all security means;

2. The threats are already inside, undetected.

Relying on the operating systems behavioral patterns map, it distinguishes between

“good” and “bad" actions, detecting and preventing any malicious activity — regardless
the threat type, attack vector and origin.

GENERAL DYNAMICS
Mission Systems
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— ) NYOTRON

SECURING THE WORLD




knowing nothing about them




THE EVOLUTION OF SECURITY

W D

| THE KNOWN THE KNOWN UNKNOWN THE UNKNOWN
UNKNOWN

Traditional AV Next Gen Technologies Threat-agnostic Defense




THE COST OF ATTACKS

& ® | A

Cost of attack Cost of global Of enterprises contain New threat
per company cyber activity malware in their per second
network

@ © ®

E-MAIL BAD USB BROWSING UNKNOWN




The investment paradox

SMTP AV nAC
HDLP
iPs FIREWALLS Your data
ot spam e S/ >
D DOS Wepb Filtering il

File sanitation \WA
80% F 20%




Paranoid: Threat-agnostic Defense ™

Protects Your Data Regardless of Type of Threat or Attack Vector

B Effectiveness Doesn’t Rely on Prior Knowledge About the Threat

| B Assumes Threats are Already Inside or Will Bypass Security Layers

B Acts as Last Line of Defense

®  Holistic Approach - Detect. Prevent. Respond. Analyze.




THE NYOTRON DIFFERENCE

ATTACK METHOD

Threat-agnostic Defense ™ Approach

INFINITE

Drive By Download

Buffer Overflow

Cross-Zone Attack

@ Attack Method

@ Payload

@ Infection
@ Damage

File System
Network
Registry

Process Management

ddLINIT

Heap Spray
Privilege Escalation
Cross-Site Scripting
Symbolic Link Race
Metamorphic Code
DLL Hijacking
Format Strings

Macros

Polymorphic Code

Click j acking

Buffer Overrun




Behavior mapping technology (BPM)

GOOD




INDEPENDANT PERFORMANCE REPORT JULY 2016

DI COMSECGroup

TERY i

SECURITY PERFORMANCE TEST REPORT
FOR

=) NYOTRON

“]V)/otron Paranoid solution is focused on Z€I‘0'CI’3)/ attacks prevention

. 144
WVNen 4 Qroer prorecrion measures were exnausied

. 100% of the tested ransomware were not able to cause

damage to data

- 100% of the tested malwares were not able to cause an 1y

damage.
o Paranoid S)/stem could handle 1000 simultaneous threats.

- No pen(ormance or user EXPGI’I'@HCG Issues were a’etectea’.




Operational & BUSINESS MODELS

CHOOSE YOUR MODEL

1 YOU MANAGE

2 WE MANAGE

3 PARTNER (MSSP)

no

MONITORING & ALERTING

FORENSICS VIEW war room @

ap
A\

GLOBAL
WAR ROOM INTELLIGENCE

ACTIVITY MANAGEMENT

OPERATIONS VIEW

INCIDENT VIEW

—

CRISIS RESPONSE




it is a fact that our security posture went up b)/ fzamhg Paranoid on board...

CISO, Major US Law Enforcement Agency




NYOTRON endpoint protection PLATFORM

PARANOID PRODUCTS

DEFENSE SERVICES

Three ways to get Threat-agnostic Defense ™ - You Manage, Nyotron Managcd or Partner Managcd

PARANOID AGENT

PARANOID WAR ROOM

Y

PARANOID SERVER

Appliance / Virtual / Cloud

NYOTRON VISIBILITY

Alert, Monitor, Report, & Activity Management

NYOTRON INTELLIGENCE

Above Plus Intelligence

NYOTRON IR

Above Plus Incident Response
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Thank you for your attention!
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