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The Threat is real! 
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IACS Security Myths

 Cyber Threats are not Real
 Security by Obscurity
 Everything is under control (by CIO, CISO)
 High barriers to entry for attackers
 Hackers do not understand OT
 I am a … (Food & Bev) manufacturer, I am not a target
 You can’t do X, Y or Z in IACS because …
 Management won’t pay to secure the IACS

 175,632 ICS accessible from the Web
 USB, modems, rogue WiFi…
 Cross disciplinary task force
 Hacking as a Service HaaS
 wiki/forums on SCADA ports
 Wannacry wake up call!
 Wannacry wake up call!
 Accepting the risk not an option 

anymore

Common IACS Security Myths Reality
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Hacking: low barriers to entry
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Online Security Assessment Tool
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ISA/IEC 62443
Certified Products, Systems and System Delivery

Applies to those responsible for designing, manufacturing, implementing, or 
managing industrial control systems:

 End-users (for example; asset owner)

 System integrators

 Security practitioners

 ICS product/systems vendors

Series of standards that define procedures for implementing electronically 
secure industrial automation and control systems (IACS).
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ISA/IEC 62443 establishing a CSMS
Cyber Security Management System – 6 top level activities

Source: IEC62443-2-1 Establishing an Industrial Automation and Control Systems Security Program
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NIST Cybersecurity Framework

Know what you have

Secure what you have

Spot threats quickly

Take action immediately

Restore operations

https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf
https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf
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ICS Security Consulting Services
What is it?
A security assessment helps understand the risk posture of your ICS environment to 
identify vulnerabilities and areas of improvement against established ICS Cyber 
Security Standards such as ISA/IEC 62443, NIST 800-82 and NIST CSF.

What are the best practices?
A thorough security assessment strategy for ICS requires the following: 
 Identification of an organization’s risk tolerance
 Measuring the environment against an ICS Security Standard or Framework
 Building an asset inventory, understanding of “what you have”
 A list of vulnerabilities for those assets
 A review of how those assets being protected from cyber attack
 A review of current security policies and procedures
 Finally recommendations of how to address the current vulnerabilities associated 

with assets, policies, procedures and methods to defend against cyber risk
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Why Rockwell Automation?
Network and Security Services (NSS)

Differentiation
 Converged skill set of operational technology (OT) and information technology (IT)
 Experience across industrial control applications and networks
 Breadth of industry standard committee (ISA, NIST, INL, DHS…) participation
 Ability to address security risks without sacrificing productivity
 Full lifecycle service offering with global delivery capability

 For plant personnel, who need secure industrial infrastructure, NSS is a team of 
industrial automation and IT experts that assess, implement and support plant-wide 
network infrastructure

 Unlike large IT vendors and resellers, we offer a comprehensive and tailored solution 
that balances both strategic and tactical needs of your company

Network  &
Security Services
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Example Counter Measures

Secure Infrastructure

1. Establish the perimeter (Zones & Conduit)

2. Harden the interior

3. Prevent & contain

Harden the Endpoints

1. User access control for endpoints and applications

2. Authorize appropriate software and devices

3. Establish a patching procedure

Detection and Monitoring

1. Alert on anomalous behavior

2. Identify known threats

3. Provide an audit trail to support analysis

4. Measure on-going compliance to policy
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Qualified Patch Management
What is it?
Patch Management in Industrial Control System (ICS) environments is required to 
maintain a secure application infrastructure, protecting assets from being compromised 
by malware and viruses.

What are the best practices?
A thorough patch/anti-virus (a/v) management strategy for ICS requires maintaining 
current knowledge of: 
 Operating Systems and applications installed 
 Currently installed and available patches and a/v updates. 
 Deciding what updates are appropriate for particular systems 
 Scheduling patching and a/v updates around production schedules
 Testing systems before and after installation
 Ensuring that patches are installed properly 
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INDUSTRIAL 
CYBER SECURITY 

SERVICES

Validated Windows Patch Subscription
Delivery of customer system specific validated Windows patches 
to your local Windows Server Update Services (WSUS) server 
from our managed cloud based WSUS. 

How can we help?

Remote Patch and Antivirus 
Management
If needed, Rockwell Automations skilled IT/OT professionals 
can remotely conduct patch/anti-virus management 
services to verify a proper patching and anti-virus cadence 
is developed, robust testing procedures are implemented 
and executed, and compliance needs are met.  
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Strategic
 Adopt a Cyber Security industry framework
 Initiate the cyber security program 

 Senior management support – business imperative
 Define scope
 IT & OT Alignment

 Understand business drivers and risk tolerances 
 Conduct assessments to develop an understanding of gaps

 Work with trusted partners knowledgeable in IACS + Security

Key Takeaways!



www.rockwellautomation.com
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Thank You!
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